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Maintenance of device costs: a call to Customer Care Call center costs 20 € - Sending a technician
costs 100 €

In the past, devices were considered as disposable - loT becomes more environment respectful

Openness to Third parties / partnership

Not dedicated to a single usage, to fit technical configuration to functional requirements



What is Device Management?
A little piece of history

Maintenance

Q

Security
Gateways, STB
firmware
management

History of Device Management
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Device Management in industry

Very few research academic work on Device Management
Even if the issues are complex in loT context

<P

Some standardisation initiatives: forum
Broadband Forum: success of TR-069 — new USP proposal

CableLabs: DOCSIS C e b I eI_O b S® ﬁ OMAQSpecllorks

OMA: OMA-DM and OMA-LWM2M

one
oneM2M MM e Toas
IETF: COMI, SUIT L ET F

A trend towards a fusion of Device and Service Management

And, obviously, many, many, many dedicated specific solutions...



The reality with loT?
Silos and dedicated solutions

With already well known issues

New challenges and issues brought by loT Device Management

Static
Dependencies
(firmware or
configuration)

Dynamic
Dependencies
between devices
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Federative and dynamicity 285

N = BN O A~ T &

Billions of device

From a paradigm
Multiplicity and heterogeneity of protocols
Multiplicity and heterogeneity of DM platforms
Federative platform to integrate multiple and
heterogeneous Device Management Platform
Dynamic integration of new management systems EE G
Context-aware management g
Advanced smarter (e.g. 1A based) coordination features EEmO A~ Lo

Toa one



Abstracting

Ongoing work DMvith Demo
- - one an
A Generic API for Device Management SDT

Protocol- _
agnostic Device Make it a
Management standard API

Managing heterogeneous
systems of devices

API

=)
Y 4

Single device focused Wider scope including
massive operations
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oneM2M Smart Device Template

[ 72 ModuleClass [ -0-”7> Action
! " [@name - text 2 @name : text
1l @ optional : boolean = false @aptional : boolean = false
| - Doc : Doc - - Doc © Doc
e [==5 :Ang:fy;;:nmrme 5 s
Brings an uniform description (abstraction) of connected —— —— ' . T e
H H H H e ———— *Data: Datapoint LA - DataType : DataType
objects, independently of underlying loT technologies - e = : :
- - - * SubDevices - SubDevice -+ : Ii’? “ : niable - boolean = false
Simplify developer work: one API for N technologies — " L e |
= 0. b g 7 S ] |
& Fame e L, oo '
* Property : Praperties -— @ optional : boolean = false @name: text S
* Modules : Module ~ f---—- {-"l;;‘(“_! o @ gg:f?gw ! boolean = false R x v TR
- DataType : SimpleType i PaiaPolnt ]

Example: oneM2M ‘devicelLight’ device, its services,

datapoints, and actions Light device modelling using SDT
Connect numerous light bulbs from distinct providers
and technologies

Play with lights: switch light on/off, tune brightness & ‘ q o W W)\
colour saturation, ... /Lu

Application to Device Management

Manage the lights: reboot, read management status,
update software, ...

e
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Demo Architecture

Leshan Device Management USP Management
Management Portal Portal Portal
A
GUI
Backend . A

USP Controller (Orange)

LwM2M Server
2., /= - ~ OmngelPE(SDT) - > )
o BBF REST NBI o

I - Leshan API |N_CSE (orange) T -]

uUspP

OM2M virt (led) @ Eclipse band
__________________________________________________ rod n
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Connec ting things

. | LwM2M client || || LwM2M client | UsPagent |

(o] ! ' (wakaama + Orange) i (BBF + orange) i
@ ] DMClient* P DMClient ; i
LESHAN || DMSoftware* || || DMSoftware i DMClient i
() omaszediers | ] e —— =

For & Comactad Wkl



Remote software management through oneM2M

OM2M software slot 1
EMPTY

OM2M software slot 2
EMPTY

_________________________________

OM2M software slot 1
LED strip (active)

OM2M software slot 2
EMPTY

_________________________________

OM2M software slot 1
LED strip (installed)

OM2M software slot 2
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Conclusion - Ongoing work
The Road to a Smarter Device Management

Semantic Model
of DM

Delegation in

— Edge
Computing

nodes
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Thank you



