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Proposed improvements for Authorization & Access Control package
This document details the proposed improvements related to Authorization and Access Control package in the SQLModel.
SQLModel
1. Authorization diagram

Existing Issues
The association between Database and AuthorizationIdentifier is uni-directional.

The association between AuthorizationIdentifier (grantee role) and Privileges is uni-directional.
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Proposed Improvements
Both these associations are made bi-directional so as to make it easy to determine:

· The database to which the authorization identifiers belong to.

· The authorization identifier to which the privileges are assigned to.
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2. Privileges diagram

Existing Issues
Need to remove the DoubleObjectPrivilege element from the model as it is not described in the SQL standard.
Some actions such as INSERT, UPDATE, REFERENCE, etc may have an associated list of specific object type instances. This concept needs to be represented in the model.

The withHierarchy property is not specific to TablePrivilege.
The association between SQLObject and Privilege is uni-directional. Also, a SQLObject instance can have many Privilege instances associated with it.
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Proposed Improvements
The DoubleObjectPrivilege element is removed from the model.
A new uni-directional association 1..0..n from Privilege to SQLObject is added to describe the list of specific object type instances with which the action is associated with.
The withHierarchy property is moved up to Privilege and the TablePrivilege element be removed from the model.

The association between SQLObject and Privilege is made bi-directional. This will make it easy to determine the privileges which have been granted to all users and groups for a particular object. Also, the cardinality of on the Privilege side is changed from 1 to 0..n.
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Impact

The changes will impact existing consumers (if any) of the AccessControl package in the SQLModel.

Also, making the association between Privilege and SQLObject bi-directional is equivalent to adding a new feature (in EMF terminology) to the SQLObject. Since the SQLObject is the root element of the SQLModel, from past experience, such a change would necessitate code regeneration of all EMF models extending from the SQLModel.
DatabaseDefinitionModel
The following additions are proposed for the DatabaseDefinitionModel to be able to provide relevant vendor meta-data to support the Authorization & Access Control in the SQLModel.
Proposed Additions
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Two new elements to be added to the DatabaseDefinition model:

· PrivilegedElementDefinition – describes the objects in the database which support privileges. 
· PrivilegeDefinition – describes the privilege action.

Also, three new properties need to be added to the existing DatabaseVendorDefinition element:
· authorizationIdentifierSupported – describes if vendor support authorization identifiers.

· roleSupported – describes if vendor support roles.

· userSupported – describes if vendor support users.

· groupSupported – describes if vendor support groups.
Following new methods are available in DatabaseDefinition interface:

public boolean isAuthorizationIdentifierSupported();
public boolean isRoleSupported();
public boolean isGroupSupported();
public boolean isUserSupported();

public List getPrivilegedElementClasses();

public boolean isPrivilegedElementClass(EClass clss);
public List getPrivilegeActions(EClass privilegedElementClass);
public List getActionElementClasses(EClass privilegedElementClass, String action);
Impact

The additions will not impact existing consumers of the DatabaseDefinition model.
